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Training for Members of Parliament has traditionally focused on parliamentary
procedure, legislative drafting and ethics. These areas remain essential. Yet the conditions in
which parliaments exercise their functions have changed profoundly. Decisions on the security
of networks, the governance of data, the regulation of artificial intelligence and the resilience
of critical infrastructure are no longer merely technical matters. They are questions of
sovereignty, foreign policy and democratic accountability, and Members of Parliament are
increasingly called upon to take positions on them. It is in this context that | would like to present
the specialised programme on Cyberdiplomacy and Digital Sovereignty which the Assembleia
da Republica is developing for its Members.

The need for such a programme arises from three developments. The first is the growing
exposure of parliaments themselves. In its report on the public administration sector, published
in November 2025, ENISA, the European Union Agency for Cybersecurity, identified central
government as the most targeted segment in the European Union, accounting for 69 per cent
of recorded incidents, many of them directed at parliaments. Members are also targeted
personally: a survey published by the Inter-Parliamentary Union in February 2026 found that
71 per cent of the parliamentarians consulted had been subjected to violence by members of
the public, and that the majority of these cases occurred in the digital environment.

The second development is regulatory. Members of national parliaments are responsible
for transposing, implementing and scrutinising an expanding body of European legislation,
including the NIS 2 Directive, the Cyber Resilience Act and the Atrtificial Intelligence Act.
Understanding the implications of these instruments for the State, for businesses and for
citizens requires knowledge that goes well beyond the traditional legislative toolkit.

The third development is diplomatic. Cyberspace has become an arena of international
relations in its own right. At the United Nations, States have developed a framework for
responsible State behaviour in cyberspace, and the work of the Open-Ended Working Group
has given way to a permanent mechanism for dialogue. The United Nations Convention
against Cybercrime was adopted by the General Assembly in December 2024, alongside the
long-standing Budapest Convention of the Council of Europe. The European Union, for its part,
has equipped itself with a Cyber Diplomacy Toolbox, including the possibility of restrictive
measures in response to malicious cyber activities. Through the Inter-Parliamentary Union and
the parliamentary assemblies of the OSCE, NATO and the Council of Europe, parliamentarians
are now expected to contribute to these debates, and parliamentary diplomacy increasingly
includes a digital dimension.

In our view, digital sovereignty should not be understood as protectionism or isolation. It
refers to the capacity of a democratic State, acting together with its partners, to make informed
and autonomous choices about the technologies, data and infrastructure on which its
institutions and citizens depend. For Portugal, this question has a particular resonance. Our
country is a landing point for major submarine cables linking Europe to Africa and the
Americas, and it hosts the NATO Communications and Information Academy in Oeiras.
Members of the Assembleia da Republica therefore need to understand not only the domestic
dimension of these issues, but also their geopolitical significance.



The programme pursues four objectives. The first is to provide Members with a clear
understanding of the cyber threat landscape, including hybrid threats, disinformation and the
use of artificial intelligence for malicious purposes. The second is to familiarise them with
international law and norms applicable to cyberspace and with the instruments of European
cyber diplomacy, so that they can engage with confidence in parliamentary diplomacy. The
third is to strengthen their capacity to scrutinise digital policy, including the sovereignty
dimensions of cloud services, data governance, semiconductors, artificial intelligence and the
transition to post-quantum cryptography. The fourth is to improve the personal digital security
of Members and their advisers, who remain a primary entry point for attackers.

The programme is organised into four thematic modules over the course of the legislative
session. The first module addresses the threat landscape and hybrid threats. The second
focuses on international law, norms of responsible State behaviour, attribution and the
diplomatic response to cyber incidents. The third examines the European regulatory framework
and the concept of digital sovereignty, including the strategic dependencies of Europe and
Portugal. The fourth consists of a simulation exercise in which Members are asked to respond
to a cross-border cyber incident affecting critical infrastructure and parliamentary activity,
taking decisions on legislative, communication and diplomatic measures in real time.

Recognising the demanding schedules of Members, the formats have been designed to
be brief, practical and compatible with the parliamentary calendar. They include short briefings
of forty-five minutes, expert round tables, restricted briefings classified as TLP:RED on current
threats, practical workshops and the annual simulation exercise. Individual sessions on digital
hygiene are also offered to Members and their advisers, covering the protection of devices,
accounts and communications, given that phishing remains present in approximately 60 per
cent of attacks in Europe.

The programme is delivered by the services of the Assembleia da Republica, in particular
its cybersecurity team, its research and documentation services and its international relations
services, drawing on the expertise of national authorities such as the National Cybersecurity
Centre and the Ministry of Foreign Affairs, as well as academia and European and international
specialists. Participation is voluntary and the programme is strictly non-partisan, with the aim
of building a shared, cross-party understanding of issues that concern the State as a whole.

The programme will be evaluated each year on the basis of participation rates, feedback
from Members, the assessment of knowledge acquired and the practical use of its materials in
parliamentary work. The results will inform the content of subsequent editions, so that the
programme keeps pace with a field that evolves very rapidly.

Finally, | would like to emphasise the inter-parliamentary dimension of this initiative. The
challenges | have described are shared by all our parliaments, and no parliament can address
them alone. The Assembleia da Republica would therefore welcome the opportunity to share
the materials and experience of this programme with other parliaments, and to explore joint
activities with those who are developing similar initiatives. In an era of hybrid threats, cognitive
warfare and a growing tide of disinformation, preparing Members of Parliament to understand



and act in the digital domain is, in our view, an essential condition for safeguarding democracy
and the sovereignty of our States.



