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THEME: Training for Member of Parliament and Parliamentary staff

Cyberdiplomacy and Digital
Sovereignty

A specialised programme for MPs of the Assembleia da Republica

Speaker: Anabela Cabral Ferreira



CONTEXT

Cyberattacks have become geopolitical weapons, and
parliaments are prime targets
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These incidents reinforced the warning: digital security is critical to the functioning of democracies.
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A NEW THREAT LANDSCAPE

Since the invasion of Ukraine, the main motive
motive behind cyberattacks on the EU has become

become geopolitical.

Malicious actors' number one goal is no longer financial gain,
financial gain, but the erosion of democratic values.

Professional disinformation campaigns, amplified by Al, can
call electoral integrity itself into question.
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THE PROPOSAL

A programme built from the ground up for parliamentary work
parliamentary work

6 90 1

monthly sessions minutes each semester
Real cases Full confidentiality
Reflection grounded in cases relevant to parliamentary activity, within CCC guarantees the confidentiality of sessions, especially participants'
within the EU framework. contributions.
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WHO IT IS FOR

Open to all Members of the Assembleia da Republica

With particular relevance for members of two committees:

&

European Affairs

Foreign Affairs and Portuguese
Communities
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OBJECTIVES

Six objectives

01 Geopolitics

Understand why public trust and state
institutions became priority targets of
international cybercrime.

04 EU instruments

Examine EU guidance on digital sovereignty and
sovereignty and incident response, including the
including the Cyber Diplomacy Toolbox and the
and the Cybersecurity Blueprint.

02 Attack strategies

Analyse real cases and their impact on the
functioning and reputation of public bodies.
bodies.

05 Crisis management

Build capacity to manage cyber crises, with
communication plans for transparency, cohesion
and reputational containment.

03 Al and interference

Explore the scale and sophistication Al brings to
foreign information manipulation and
interference.

06 Cyber hygiene

Foster a cyber-hygiene culture in Parliament to
reduce the human and organisational
vulnerabilities attackers' exploit.
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PROGRAMME

Six sessions, one per month
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Oct 2026

Nov 2026

Dec 2026

Jan 2027

Feb 2027

Mar 2027

Geopolitics of Cyberspace

The Cybercrime Ecosystem

Emerging Technologies and Electoral Integrity
Digital Sovereignty and Cyberdiplomacy
Electoral Integrity and the Quality of Democracy

Roadmap: Cybersecurity in Parliament
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Digital security is critical to the
functioning of democracies.
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Obrigada!
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